- @ LOT 33

TANET20070 0 0000000000000

BB WEREFY R

2% E s 5
PHEHAEAF FREL L R 2 F FTRELL PHEEAEAFE FAgRL
schsueh@cyut.edu.tw jllu@ nchu.edu.tw $9414622@cyut.edu.tw

&LF_Q AR E X EBEE52 3 N11]; A kT

EERBEEFT AL HE DD AT B Y e
{—ﬁwaﬁkﬁ Y F R R R

aéﬁﬁzfm&w%“fmmﬁaoﬁ14
%*EH Tt mHFTRERLE S DY
FHEREEP DT Y S0 o 5 I bl F Y
AR R H TR g R R Y R
/\gg; j\ﬁ; PR x{nﬂ?ﬂl%*'ﬁfﬁ*‘}i’ﬁﬁx
;}ﬁzﬁvﬁaﬁxﬁw BB Y ke ml;B\#*‘#' i
FE-AEFER AT LRAL VAP B L
Bt g B Y kA g B o B A
o & 2 AR Sl o TR By
Flo F AAT LR B LOT TR A
£ 11 RBAC ,ﬁ%; é?{’ % & ABAC 412
PP KM TR AR 2P fﬁtﬁ??i%
% % RBAC ﬁ-;\f@* WEEE Y Y KRR
FhEIREE LN TG oS
L S l'fnﬁ ‘*fj'?fhl;‘ RT3 B o AFE
,L:;zkugm?,;ﬂ f«uF’”?,a“*?b"J CREAT LI

ﬁ%°

S E Y ks~ ABAC ~ B - 3 Bind

2
1.3

BAEERRE S TR GRS R PR
T A HEHE ﬁa: = & 3 % % (Learning
Management System » f§ - LMS)suE ¥ p & £ 4R >
;\‘CF P iﬁﬂ; (3N A i L b F%—s ’\‘f\-"ﬂtx"' L mgrg j\@

B 5 Ak R o RagF p o kg Y
g (gﬁs:iﬁ?{ﬁ%ﬁ )&g;:ﬁj\é? 5 ,g;;
e T RCIE ~ $H) B f Sp AT B2
GREDERTT o LA R FH M TR FQ‘Z
TE;F*'J’,% P WG L EHEH T ROEER R -

W2 OFIBEREEY SR F L aEE
@ 7 e ey B A 40 [3][9][12] - £ ¢ Sandhu
FEFTE N RS S A A D B
(Role-based Access Control » # #i- RBAC) [6]# %
Agme HA @ iehg Bodmd 48 d B ;fi%

P
S Zt.

PR E P E DG IE14] 0 &g 20
rEE KRG mﬁzrmﬁ]?\zfiéi Rg25pad
25 (NSC 95-2221-E-005-050-MY?2) » # b 3% 38} o

EEARE R LRI A (RN B
Ap 7% b % % b 3248 S0 (Authorization Rules) » 12
EHFBEHIZ P e P APME B2 G
+1 ig:&’::f"a 2 RBAC % A #m sl i o
O RPREEEY kR R FHEH
??;‘Iﬁ,’rﬁ.#ﬁk%ﬁ“" »Lu &2 Chen #- RBAC 1‘3-;\)@3* ‘“
Web-based #c =% ¥ ,;‘i AN AR Sra i E 1)k A
% DSS[8]o3% 4415 & RBAC #i3t ¥ XML # % 2
LR uﬁéﬁﬁﬁv&%f%%ﬁﬂﬁﬁ’
n’% @k @ Jﬁi%ﬁ’»ﬁﬂﬂfb FookipE o TR
fRE R EL f
WDSS%## | %12 RBACz & ¢ % 7 7 ;¢ j\?zi‘”
lé FEEL é't'lpu%ﬁ"i’”# il q’*“?f‘”?”i‘
,;B’»%gﬂp% LY fEER A xF“"Tﬁ"*
ﬁﬁﬁjimﬁ“%ﬁéﬁﬂf%%?igﬂ
r,zé&ﬁxg,_»mapm“’“"g R S
t“ﬁﬁ"ﬁ';#'l%%&ﬁf'l *“%I"'?{H o flH 2 ’ﬁ‘f“"ﬂ*’ £
PR EFEMEEE RN - BES > RAEF R
¢S ﬁ“?ﬁa‘iﬁnﬁj‘q" A gtﬁ Kl spEo TH LG
WEMFR e o ot - ko PR REE
PR 2 &4 qVﬂ\%‘wu«’ L o F > AFEY
- i3 2c DSS i ,ds,;w RBAC % 4 > 4 & 11
Bt s A A2 T 448 4] (Attribute Based Access
Control > f§ = ABAC)[16]° /22 14 11 3t F
AR RO F BRI - B N EEEY kA
BefrdH550 0 4L 5 LOT model (Learning Objects
with aTtribute Model) » ¢ 8% & * B FF > 2
e 3%m§_)§ ‘\‘Adiﬁ%ﬁﬁ gk 2 )ii‘}'a”‘sb £
}i 'IET’”:—;* £ d FBjEe \‘T”F?If‘i s TR kP &
R hAd > U ARFIAT P auFR -
R Hae Y o BFLPER 4 RiES 2
FTEREAIEM T N EP S REFAF &
g gt LOT BN % *0Mcie B 4 4 Senf pl
EH *“aﬂz g0 R EN AR BFP AV F
Boiohets o NI H BHAET AR

S \pﬂ\m
=

2. % f’&#}”‘-{,-
2.1 & By B st

eI BN BRI B o 1 Ay SR )
% Sandhu £2 Munawer #73% 112 T & 3% 5 B34
#] ( Discretionary Access Control > f§ i DAC) [14] ~
¥ — #7 5 Nyauchama ¥ Osborn #r4% 212 & 4 ;%%



Trackl-OO O OO0OOO0ODOOODO

B~ ¥ #1 ¥ 4] (Mandatory Access Control > f§ #-
MAQ)[11] * # DAC éhig Bl gl # e v % 2
FEHE D kAT E RS o 822 DAC BN
IR - Iﬂ;p"ﬁﬁﬁ-f'}mﬁg’\ s B H A D

T E G ORFE T AR RS i * T ATt fd
FoV T 2 iE A Web ek 8 o @ MAC V828 F
P PR AT 0 F PR e N EE P iy
oo ofe Hd At R AT KA AT 23 R A
W2 P2 XL P ERARRZ PR - &
IPEENE BT -%‘Iz,,}g,«r#p,,pa} LL%}K#%LL%&-&L%%
gz Boaed A 3P B Apfet DAC HCR
(50t o d 0 @ shenf s fn fHERS L e 7 5
I —’ﬁm&B’*ﬁ"”‘ SRR EE > Bl FOE AT
”‘ﬁ%é o Bt v i~ #DAC & £ MAC #5¢

e
M

% LR 2 g T g B R
3 z#?{’ BRI BT TSR ¢

Wéw?’%l'—‘mﬁﬁ'
(4’4
Qe

(B

2.2 RBAC

Sandhu % ?ﬁ (L IV SRR = e S o
H 4] (Role based Access Control > #§ - RBAC)
[13] L GR ﬂ-;“f’-fﬁ E AR - AR
* 2 .?B"«‘}""#J A {&J’ HEFesd ohid
FE 2 UG T o H .L.?%P@Fm
o TETHrE 2~ & 9 (Role)» £ #— # it ¥ 4 (Users)
IR o RFEI AR Pa;rmﬁ—;f
(Permissions) » @ § & * ;ﬂk-ﬁ RgHEFRF R &

PRYERAI- BANLS A R LB
“'F“’od%’\/‘i F\, f?_ua*g m%,!.q—ﬁ =4
RBAC i § »cff 822 % 52 «

2.3 DSS

Lu ¥ Chen § #RBAC Jig * »M #c =5 ¥
Ay 4 - B2 Web-based ehdctt 7R B
) 4 DSS[8] o %41 LA * XML BHfpe &
RBAC %’;&%II\:‘ g g ‘; a rf’y/gll_‘l,‘ h’Li—Li:BC EAE VN ﬁ 4

PRy,
S Fuem

FRTAREY FALEY AN “rL%z i
XML & Byl # 1  KTd d 1 Uene [ 2 4p

RS S IR RN AN fug;vr;«ﬁxp\ x 2
Pl A4 G R A EFd e 0 R
B R F T LR Web 4 g BB B AT 2
T#B&%é“\' @R T R A L;L,fﬁm o dr

- R R AR LR R sk
'§ * Jziﬂ'?f’ﬁﬁ /)Elml;ﬁ’»fg it 7 P I:}‘*”g ”‘ﬁﬁﬁ,"ﬂ
B XML sedrg * R~ 84 G RE AN
A SR I i 45 I S ST ol 1
(fine-grained control) » & i j > & 5e% 2 F LK £

P

)

2.4 Attribute Based Access Control Models

v G B 7 (Attribute-based) 2 7 7 £ BT H

£GP B AT B AR L — > 2B
A A4 5 Attribute-based Access Control A
ABAC[I5] » ABAC & & 24 2% 5 » b4 @ &
Unix #5 % % suv s%I"’?‘f? BA e B EL
W BATEPLE AR TBEE B wo R
7 x> i B3 Bodr 402 B B o Yuan 22 Tong #% J1 -
i Jis* * Web Services } 11 ABAC #:58[16] 0 #* 3%
P05 #- % X (subject) ~ % ST I (resource)
21 % 3Tk B (environment) & 1 0 ’f 5B,
Al(Rule)srfy 3 1 i 3] 3 B 420 B 4 o blde o gt
FEEAS AR R R R PR 7
FF'«&&&’ i * —*"éfﬁ FPEaz REREETNGERE
HA)* &% —‘“ E#HNE Age(u) 2 T A BB
Ratmg(m) %L B~ H R ehsy it can_access(u,m)<—
(Age(u)<13NRating(m) €{G} ) 3 »~*TH| A% 13

K2R F RFRg d L T B Ry
o
3. LOT Model

*F 3 % - B LOT(Learning Objects with
aTtribute Model) T B A o RO R
RBAC 7 fﬁ-@" EREE Y s K ey L
BB 52 A5 0 fRALRAD A fr%p“u ABAC
2 pi T’Ji oo HF M T RR LT F (owner)
HiE o Fr XML % ke # :‘z&sgﬂ A;)g”
F' R irE 2 b d LS *i‘i'%” ,J,%V I?E";IPW
#

T EM iR~ SBLPE S % “bg e d 7
LAz o H % # T W% 5 Y User
Information pr ; @ f’e’ PEE RS LT ER
RHEFEPTR T2 &5 5 H 4 F TR F Role
PoooE R E LAY AT KH TR § AR
¥ Fikze4>t Course Hierarchy p o i fe P 373
A 2 14 owner 3t ¥ H F ;\ ek HimP o s e
St TR DR F o TN RRR s Pgy
B ILESTR Y TRTH S TR AR ARA e
*+ Authorization Rules oo

% LOT model 28 ¢ 7 € & 0 % Afitd] # 2 7
B FIPF 0 4B 1 #75F > F User Information ~
Role ~ Authorization Rules ¥ Course Hierarchy ° #f
7N F ¥ st XML ¢ 242 o

¥
f
&
A

)

User Information
Credential.xm]

Role
Roles.xml

Processor  4——

Authorization Rules
Policy.xml

Course Hierarchy
LearningObjects.xml

URIEEE S )



3.1 Role

B i B EY kYA Z2 b4 0 &7

[ERU p“ﬁ-@‘]‘\

(1) ¢ 4 s Fre— 2 7 ?j,ﬁﬁﬂoé_ﬁ“."l rid
27 HE- &4 5 I L7 AT
BN e

d!rid : rid € ROLES
H ¢ > ROLES# 7 s suph 975 & & enfh & 5
ROLES# 9 -

EURIECIR A 3
YoB 2 AT o Mt BB Y f A L S TP - 8
§ WL FEHBEFETY F o A5 85 <Roles>
= %E » @ <Roles>f&#p & 7 = lI%—* £ # <Role> > %
Tk A R ﬁnﬁj‘ﬁ’ﬁf” H oA
<Role>{&# p 1 id :’:‘1 7T oa ke gk d @ label
TEARERTES ZFH

% XML ey (72 5%

<?uml version="1.0" encoding="UTF-8" 7=
- <Rnoles=
<Role id="T_001_00" labhel="Teacher" /=
<Role id="§_001_00" label="Student" /=
</Roles:

TANET20070 0 0000000000000

4B 3 7o o H &8k % <Users>H:4t » @ <Users>
i D S <User>1‘i"—r§2 G Rt Ly A
B X E i 2 T A u ekt <User>fE 4t
Moo <User>#: & p crffitid £ 1 @ * HE A
ST 2 —*%E%'i » passwd % T & ¥ "‘ﬂ”‘“ » k KLpE
HLr';,-;,Eé}JS7 ?-/E% ' username » € * K &k Y ik

F’ r,,f?_c @ & B <User>1&#£ T 55#”?.]1 -3%®
<Role>+ 4 » @ J<Role>f& 2 p 3 » % F 5 %
P AR R A d o bldo@ % John Williams & »
JoXupFE o 2 gL John 82 g 123 RBai kb2 Bk
ﬁy?%%mw-ﬁp—@aggw;Tpmpo
ﬁsomoommM@Lﬁ‘@ifﬂ’gﬁﬁ%
THE2ZES ARk d 2 I RS D L G
Krl o

’

=<?uml version="1.0" encoding="UTF-8" 7=
— «<Users>
- <User id="John" passwd="123" username="John Williams"=
<Role=T_001_00</Folex=
<Role=8_001_00=/Role=
< /lUserz
- <lUser id="May" passwd="456" username="May Lin">
<Role=T_001_00</Rola=
=/lsers
</Users>

B 2 Roles.xml

3.2 User Information

NRREATR R 2R KL RAY
RrehEr kAR R E T AL BT T
5 & f

Ry FFRTAEE R ] PRy K E
=
-

(1) #&* Frefe F Ark- e a2t uid &7 #

T—%‘d’%%ﬁ HRE %N 4T

F'luid : uvid € USERS
H ¥ > USERS# 7% k5L #75 i& # Fehdk &
M USERS # @ o

(2) UA #7550 & X$BT &4 M 5 o 2
B % 5N 4T o

UA & USERS x ROLES

(3) Assigned roles() » — S > & T & * F ATHHE
i ¢ ZE SR F iy 2 b4
ﬁ:—é‘,ir""%—‘?-l"'@“j" #Ep—_J_;le}ié'O
HA a4

Assigned roles(uid)={rROLES | (uid,r)E
UA}

(4) currentRole() & — e £ 1 & * H ¥ » -
ﬁ%’%?fﬁ?ﬁ’ﬁifhﬁﬁz’ﬂ%bt’ ERTTHEIZ
¢ TR A AR A o H F,e,gl“‘\-izr'—fl

currentRole(uid)={rid € Assigned_roles(uid)}
oA 2 & B XML g iFS 5

» H g

# 3 Credential.xml

3.3 Course Hierarchy

FBHREMFRATH Dk SLpF
R engp B 733453 Course Hierarchy p o # %
HERT ?’ % (Chapter) ~ £ 7% (Section) ¢ §_+ £
E(Subsectlon) sl fe gt R BT Y 2 o TR B
¢ ﬁ’\’] m?’:ﬂ'?/}}ﬂﬁ [had ro Fﬁ‘

E p »rE ) & 4 ,;B"’fgm\’\’?
FUEIEEIAL > AFTAL /-i‘éﬁ?r’h‘p. R
%%i%&+ﬁaﬁ%ﬁ%ﬁﬂﬁﬁ7%££ﬁ
2 1 owner v p I iede T FAR A R 43T
FoA O AR F YT - KM miEg &
¢OpE S A RIS %"J?f*"i;?’rﬁ"fﬂﬁlﬁ”%ﬂ\ﬁﬁh
1?“’ s kA FlRMFTRE G BT owner > F]t b

R K- it o TR B L owner 2 0t $ R F K

A% g Bt Fx

I g "‘ 3L e

rl’E’%gi ?néq"—'ﬁd’é’%ﬁé‘« owner & > TS L fé’*
THEMT RSP %%ﬁ”°w%iﬁﬁgﬁ

Course-1 ¥ Course- 2 = &% 4 John #TRATH &> o
H&&:vﬁﬁ;@Tm#@%ﬂmlé%ﬁ

%W % owner=John: @ #c#t F ik Course-3 % i # —’F—,"
May f’“r%”rigf » BTl BT R B cfe Y /IL; 1+ owner
®F¥ 5 owner=May o & * —‘ﬂ'z John % » % %uis »
B FH BIEE T 001 00 53 84 (& 5o
P2 4450 T £ Authorization Rules ¥ 3.7 ) @ gt & 4
Bed {7k Course-1~2 £2 3 éhfl & 5 B4
"UVIEW » @ Bt HiE30 % § 0 SO TR T e~
% 4 owner B0 @ ¥ —'ﬁ John % ##f ¥ #k Course-1



Trackl-OO O OO0OOO0ODOOODO

<?uml version="1.0" encoding="UTF-8" 7>
- <LOs>
- <Lo id="Course-1" |abel="Artificial Intelligence" |evel="1">

<Element id="Lessonl" |sbel="Introduction" src="/CourseImports/Course-1/AI/Introduction.htm" level="1-1" owner="John" />
<Element id="Lesson2" |ahel="8timulus-Response (8-R) Agents" src="/Courselmports/Course-1/Al/Lessonl.htm" level="1-2" owner="John" /=
<Element id="Lesson3" |ahel=
«<Element id="Lesson4" |abel="Intelligent Agents" src="/Courselmports/Course-1/AI/Lesson3.htm" level="1-4" owner="John" />
<Element id="Lesson5" |sbel="Intelligent Software Agents" src="/CourseImports/Course-1/AI/Lesson4.htm" level="1-5" owner="John" />
<Elerment id="Lesson6" |abel="Solving Problems by Searching" src="/Courselmports /Course-1/Al/Lesson5.htm" [evel="1-6" owner="John" />
<Element id="Lesson?" |abel="Logical Agents" src="/Courselmports/Course-1/AI/Lesson6.htm" level="1-7" owner="John" />

=/Lo>

- =Lo id="Course-2" |abel="Photoshop" level="2">

«<Element id="Lesson1" |abel="Introduction" src="/CourseImports/Gourse-2/Photoshop/intro.htm" [evel="2-1" owner="John" />
«<Element id="Lesson2" |abel="Interface" src="/Courselmports/Course-2/Photoshop/Lessonl.htm" [evel="2-2" owner="John" />
<Element id="Lesson3" |abel="Toolbox" src="/CourseIlmports/Course-2/Photoshop/Lesson2.htm" level="2-3" owner="John" />
<Elerment id="Lesson4" [abel="Palettes" src="/Courselmports/Course-2/Photoshop/Lesson3 . htm" level="2-4" gwner="John" />
<Element id="Lessona" [sbel="Layers" src="/Courselmports/Course-2/Photoshop/Lesson4. htm" |evel="2-5" owner="John" />

gents as Tools of the Information Society" src="/CourseImports/Gourse-1/AI/Lesson2.htm" level="1-3" owner="John" />

<Element id="Lassonb" |sheal=
<Element id="Lesson?" |shel=
<Element id="Lesson8" |ahel=

</Lox
- <Lo id="Course-3" label="Java" level="3">

<Element id="Lesson1" |sbhel="Introduction" src="/CourseImports/Course-3/Java/intro.htm" level="3-1" owner="may" />

<Element id="Lesson2" |abel="Defining Your Own Classes" src="/Courselmports/GCourse-3/Java/Lessonl.htm" level="3-2" owner="May" />
Selection statements" src="/Courselmports/Course-3/Java/Lesson2.htm" level="3-3" owner="May" />

ile Input and Output" src="/Courselmports/Course-3/Java/Lesson3.htm" level="3-4" owner="May" />
<Elerment id="Lessons" [sbel="GUI" src="/CourseIlmports/Course-3/Java/Lessond.htm" [evel="3-5" owner="May" />

<Element id="Lesson3" |abel=
<Element id="Lesson4" |abel=

</Lo>
</L0s>

olor Balance' src="/Courselmports/Course-2/Photoshop/Lesson5.htm' [evel="2-6" owner="John" />

rightness and Contrast" src="/CourseImports/Course-2 /Photoshop/Lesson6.htm" [evel="2-7" owner="John" />
Hue and Saturation" src="/Courselmports/Gourse-2/Photoshop/Lesson7.htm" level="2-8" owner="John" />
<Element id="Lesson9" |zbel="Selection Tools" src="/Courselmports/Course-2/Photoshop/Lesson8.htm" level="2-9" owner="John" />

<Elerment id="Lesson10" [sbel="Transform" src="/Courselmports/Course-2/Photoshop/Lesson9.htm" level="2-10" owner="John" /=

Bl 4 LearningObjects.xml

=7xml version="1.0" encoding="UTF-28" 7=
— =Policy_hasex=

=Policy_spec cred_expr="//User[@role="T_001_00']" path="/Lol®@id="Course-1"]1" priv="wIEW" /=
=Policy_spec cred_expr="/ User[@role="T_001_00"]" path="//Lol®@id="Course-2"]" priv="vIEW" /=
=Policy_spec cred_expr="//User[@role="T_001_00']" path="//Lo[@id="Course-3"']" priv=""IEW" />

=sPolicy_base>=

® 5 Policy.xml
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